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From: Seattle Community Surveillance Working Group (CSWG) 

To: Seattle City Council 

Date: April 23, 2019 

Re: Privacy and Civil Liberties Impact Assessment for Emergency Scene Cameras, Hazardous 

Materials Cameras, CCTVs  

 

Executive Summary and Background 

 

On February 27th, CSWG received the Surveillance Impact Reports, or SIRs, for the above-mentioned 

technologies included in Group 1 of the Seattle Surveillance Ordinance technology review process.  This 

document is CSWG’s Privacy and Civil Liberties Impact Assessment for those technologies as set forth in 

SMC 14.18.080(B)(1), which we provide for inclusion in the final SIRs submitted to the City Councils. 

 

Our assessment of these surveillance technologies focuses on three key issues:  

 

(1) The use of these systems and the data collected by them for purposes other than those intended; 

(2) Over-collection and over-retention of data; 

(3) Sharing of that data with third parties (such as federal law enforcement agencies).  

 

While the stated purposes of the cameras may be relatively innocuous, it is important to remember that 

images taken by such cameras, for example at emergency scenes, can compromise the privacy of 

individuals at vulnerable moments, and can be misused to target and profile communities based on their 

religious, ethnic, or associational makeup.  In addition, with the widespread and inexpensive availability 

of facial recognition (or face surveillance) technology, which can be applied after the fact to any image 

showing a face, it is even more important that protections limiting the use of these tools to their intended 

purpose be enacted.  

 

For all of these systems, the Council should adopt, via ordinance, clear and enforceable rules that ensure, 

at a minimum, the following:  

 

1. The purposes of camera use should be clearly defined, and its operation and data collected should 

be explicitly restricted to those purposes only.  

2. Data retention should be limited to the time needed to effectuate the purpose defined.  

3. Data sharing with third parties should be limited to those held to the same restrictions.  

4. Clear policies should govern operation, and all operators of the cameras should be trained in those 

policies.  

 

We recommend creating these rules in a single, blanket ordinance that will govern not only these, but 

other, similar camera technologies operated by or at the behest of the City, and would be happy to work 

with the City to create such an ordinance. 

 

1. Emergency Scene Cameras (ESCs) (Seattle Fire Department)  

 

The initial (October 2018) Surveillance Impact Report (SIR) for this technology stated that no explicit 

internal policy exists at SFD that governs the use of ESCs (with one limited exception for mechanism-of-

injury recordings). The updated January 2019 SIR added a letter (dated February 28, 2018) from Fire 

Chief Harold D. Scoggins in Appendix I, stating that SFD would update its policy with specified 

language regarding the use of Department-issued digital cameras. However, the CSWG was notified on 

April 5, 2019 that the specified policy language in the February 2018 letter was never actually adopted by 

SFD. (See Appendix 1 for that communication.) It is unclear why the February 2018 letter was added to 
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the January 2019 SIR if there was no intent to adopt any of the specified policy language. This also 

renders language currently in the updated SIR inaccurate.1 

 

Existing general policies provided with the April 5 email leave a number of outstanding concerns. For 

Emergency Scene Cameras, the Council’s approval of this technology should ensure use is limited to the 

specific emergency, investigative, or training purposes set forth, that the data is deleted immediately upon 

completion of those purposes, that data sharing with third parties is prohibited unless explicitly specified 

for those same uses, and only instances where the third party is held to the same use and retention 

standards.  More specific recommendations for the Council’s approval of this technology are below. 

 

 Specifically, the existing policy:  

 

• Does not clearly define the term “Department-issued digital camera,” making it unclear if the 

intended scope is to cover both ESCs and Hazmat Cameras. 

 

o Recommendation:  SFD should adopt a policy that explicitly states that it applies to both 

ESCs and Hazmat Cameras. 

 

• Does not include use rules for the cameras. 

 

o Recommendation:  SFD’s adopted policy should include clear statements of what can 

and cannot be photographed depending on the situation, including specific protections 

for the privacy of individuals and homes. 

 

• Does not create clear guidelines on what data is retained, and how it is stored and for how long 

(with the exception of photos that include photos of victims requiring emergency medical 

services). 

 

o Recommendation:  SFD’s adopted policy should include clear data retention policies, 

including where and how the data is stored, with all photos immediately deleted once 

their intended purpose is fulfilled.  The policy should explicitly define under what specific 

                                                           
1 The SIR states the following in Section 4.0: 

 

“While the Department already has some policies in place, new and stricter policies regarding the 

use of digital cameras are currently being considered for adoption. These rules will clarify when, 

where and how digital cameras are to be used. The policy has been drafted and is currently 

waiting approval by Department leadership and relevant stakeholders for adoption during the next 

POG update anticipated in December 2018.” 

 

And further in Section 4.2: 

 

“The Department is working to develop a policy for the all staff regarding the acceptable use of 

this technology during emergency responses, as well as the subsequent storage of photos and 

sharing with law enforcement agencies. However, there are strict policies regarding the use and 

deletion of photos if they include victims requiring emergency medical service (POG section 

3004-7).” 
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circumstances photos are permitted to be transferred off the cameras (e.g., via a SD card, 

USB cable, or WiFi).   

 

• Does not make clear whether any legal standard is being applied in use or retention. 

 

o Recommendation:  In instances where a legal standard such as reasonable suspicion is 

applied, it should be clear what the standard is, who applies it, and how that application 

is documented. 

 

• Does not restrict data sharing with third parties, including law enforcement agencies. 

 

o Recommendation:  The policy should explicitly ban sharing of camera data with third 

parties except for specified instances necessary to fulfill the purpose of the cameras, and 

only in instances where the third party is held to the same use and retention standards. 

 

• Does not ensure all operators of the cameras are trained in the foregoing policies. 

 

o Recommendation:  This requirement should be part of any new policy. 

 

2. Hazardous Materials (Hazmat) Cameras (SFD)  

 

The initial October 2018 SIR for Hazmat cameras indicated that no policy governing the use of this 

technology currently exists, with one limited exception for mechanism-of-injury recordings (see SIR 

Section 3.3).  The updated January 2019 SIR included the same letter from Fire Chief Harold D. 

Scoggins, and again, the specified policy language was never actually adopted by SFD.  This once again 

renders the language of the January 2019 SIR inaccurate.2 

 

Given the lack of adequate existing policy, we recommend that SFD adopt a policy for Hazmat Cameras 

that includes all the elements set forth above for ESCs, and that the Council’s approval of this technology 

incorporate that policy. The use policy would limit use of these cameras to hazardous materials 

documentation and enforcement. 

 

In addition, Section 6.4 of the January 2019 Hazmat SIR states:  

 

“The Department is working to develop a 2018 policy that addresses the use of this technology, 

photo retention, and sharing of records with law enforcement. With this policy the Department 

will develop Memorandum of Agreements with the Seattle branch of the FBI and Seattle Police 

Department.”  

 

                                                           
2 As with the ESC SIR, because the January 2019 Hazmat SIR states intent to update current policies, the 

language in the letter and the SIR is misleading. For example, Sections 4.2 and 4.8 of the Hazmat SIR 

both state: 

 

“The Department is working to develop a policy for the Hazmat unit regarding the acceptable use 

of this technology during emergency responses, as well as the subsequent storage of photos and 

sharing with law enforcement agencies. However, there are strict policies regarding the use and 

deletion of photos if they include victims requiring emergency medical service (POG section 

3004-7).” 
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It is unclear whether these MoAs have been developed and what they cover.  But both the MoAs and 

SFD’s policy should limit such data sharing to the purpose of criminal hazmat enforcement, and only 

where the third party is held to the same use and retention standards as SFD.  The Council’s approval of 

this technology should incorporate this requirement. 

 

3. Closed Circuit Television “Traffic Cameras” (CCTVs)(SDOT)  

 

As with ESCs and Hazmat Cameras, concern around these traffic cameras relates to limiting their use to 

specific purposes, ensuring protections against invasion of privacy and general data collection, and 

limiting data sharing with third parties.  It is important for these limits to be set forth in clear, enforceable 

policies. The updated January 2019 SIR states that SDOT “has developed” policies on use of the cameras, 

but it is not clear where all of these policies are set forth and whether they are currently in effect (see 

Section 3.3).  We have reviewed the Camera Control Protocol document that sets forth existing policies. 

 

For CCTVs, the Council’s approval of this technology should ensure use is limited to traffic operations, 

that no data is collected except for clearly specified exceptions (and that data must be deleted immediately 

upon completion of those purposes), and that data sharing with third parties is prohibited.  More specific 

recommendations for the Council’s approval of this technology are below. 

 

The existing policy: 

 

• Does not set forth clear use, collection, and retention rules. 

 

o Recommendation:  SDOT’s adopted policy should make clear that no data may be 

recorded or retained except for specifically defined purposes.  Currently, the SDOT 

Camera Control Protocol states that recording is allowed for “compelling SDOT traffic 

operations and traffic planning needs”—but that term is undefined.  The retention of data 

for “engineering studies” must also be clearly defined.  No personally-identifiable 

information should ever be recorded.  For any data recording that is allowed, it must be 

deleted within 10 days (which is stated in the SIR and protocol) and not shared with third 

parties.  The policy should also make clear that traffic camera data (beyond what is made 

available to the general public) may not be used for law enforcement purposes, and that 

no associated surveillance technologies such as facial recognition or license plate 

readers may be incorporated into the cameras. 

 

• Does not ensure all operators of the cameras are trained in the foregoing policies. 

 

o Recommendation:  This requirement should be part of any new policy. 

 

• Does not state include technical controls. 

 

o Recommendation:  Technical controls ensure logging how cameras are moved from their 

preset locations, when camera streams to the public are stopped or restarted, and 

whether there are access controls determining who, when, where, and why users can 

access the camera management software. Without these technical controls, it would be 

difficult to detect if users are abusing their access to cameras (e.g., by cutting camera 

feeds to the public, moving a camera to zoom and view into the window of a home).  

These technical controls (logging when cameras are moved, stopped, or restarted; and 

mandating access controls for cameras) should be included in SDOT’s adopted policy. 
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Appendix 1: April 5, 2019 Email from Megan Erb, Seattle IT (including attachments) 

From: Erb, Megan <Megan.Erb@seattle.gov>  

Sent: Friday, April 05, 2019 3:45 PM 

To: Shankar Narayan <snarayan@aclu-wa.org>; Negin Dahya <ndahya@uw.edu>; mmerriweather@urbanleague.org; m-

fouladi@cair.com; asha@syouthclub.org; joseph.r.woolley@gmail.com; Stolz, Rich <rich@weareoneamerica.org> 

Cc: Day, Seferiana <Seferiana.Day2@seattle.gov>; Loter, Jim <Jim.Loter@seattle.gov>; Armbruster, Ginger 

<Ginger.Armbruster@seattle.gov>; Stringer, Omari <Omari.Stringer@seattle.gov> 

Subject: Surveillance Advisory Working Group updates re: recent SIR questions and requests 

 

Hello Working Group members, 

We wanted to provide you with several updates regarding your recent SIR questions and requests for information: 

1. The linked and/or embedded documents in the SDOT LPR and CCTV SIRs have been updated and are available 
on the Working Group SharePoint page and the publicly accessible Seattle.gov website 

a. http://www.seattle.gov/Documents/Departments/Tech/2018-12-10%20DRAFT%20SIR%20-
%20CCTV%20Traffic%20Cameras%20-%20For%20Working%20Group%20Review.pdf 

b. http://www.seattle.gov/Documents/Departments/Tech/2018-12-10%20DRAFT%20SIR%20-
%20License%20Plate%20Readers%20-%20For%20Working%20Group%20Review.pdf 
 

2. Regarding policies from SFD on Emergency Scene Cameras and HazMat Cameras, please see the attached 
documentation related to their implemented policies in response to your questions posed. Additionally: 

a. The Seattle Fire Department policies on image recording devices in general (Section 3004-6) and 
digital cameras specifically (5001-13) are attached.  These policies are currently in our Policies and 
Operating Guidelines (POG) and are being enforced.    

b. As for the 2/28/18  letter from Chief Scoggins, that was actually just a draft dispatch that I wrote on 
his behalf.  The specifics of that dispatch were never actually adopted into the POG.   We felt that the 
broad language contained in sections 3004-6 and 5001-13 already addressed the issue with regard to 
all image recording devices and that the additional specifics were not necessary. 
 

3. Regarding policies from SDOT and their CCTV cameras, some are located in the Camera Control Protocol that 
was embedded in the SIR (that has been updated to be accessible). 

 

Additionally, we would like to remind you that Seattle IT has created an externally accessible SharePoint Online page 

where you can access the Surveillance Impact Reports and related materials that are currently ready for your review. 

Please let me know which email address is used for your Microsoft account, so that we can set up appropriate site 

permissions relative to that email address. 

Thank you and have a great weekend, 

Megan 

Megan Erb 

Communications Manager 

SEATTLE INFORMATION TECHNOLOGY 

megan.erb@seattle.gov  

o: (206)233-8736 

m:(206)375-3895 

 

TECHNOLOGY SOLUTIONS FOR THE CITY AND PUBLIC WE SERVE 
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